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4.1 fFudnemeailfin CSIRT (Computer Security Incident Response Team) wiaufiag
UfSinihiilunismevausdomgmsniyngnszuy Tneiflaiinmanisaluasdasnisautiomnde o
ansadiddunis w anuivesdinauerdmsanidunusiugs aelu 4 $alus uanledu
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(1) CISSP (Certified Information Security Systems Professional) agnsties 1 AU’

(2')_ ISMS (Information Security Management Systems) Auditor/Lead Auditor

DYDY 1 AY
(3) Certified ethical hacking (CEH) agnetios 1 A

il

)

) Computer Hacking Forensic Investigator (CHFI) 8¢19das 1 Ay
5) CompTIA Cybersecurity Analyst (CySA+) agquee 1 AY

)

(

(
(6) CompTIA Security+ 919Uy 1 AY
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4.7.2 senulszdiouihssluasudufousuanaumslewes wedszneude
(1) asudwumesmsaiRaundfiintuvme
(2) aguswaumnmseififiu Critical
(3) a;ﬂaﬁmums}msrﬁﬁu’wmﬁanmmwu Teduunmuantuzm s
(Critical, High, Medium, Low, Very Low) .
@ aguiwauvnnsaifiietuluudas iy Tnssuunmuaniusausey
(Critical, High, Medium, Low, Very Low)
(5) a3y Signature anummm'lun’mnmmmmszumwn L“ﬂﬁumnﬁqm 10
FUAULIN _
(6) s1wegunIal Network fiqudufifinig sOC dhseaennanl
(7) @yusuau Ticket AAntulusauidou Tnes uunamaniusves Ticket
(Assigned, In Progress, Pending, Resolved, Closed) -
(8 ayswanduansvay NMTATIEIMANTRITDUsaz Ticket
(9) asunsFenld CSIRT (8ni)
(10) aqUivpmsnifiindusnniian 10 Suduwsn Treutadu
- Rule name
- Source IP Address
- Source Port
- Target IP Address
- Target Port _ _
4.8 §3U3199aeiuInNITNIITERUADIULYBY Web Monitoring 47u7u 5 URL wipuuds
\FaUgNAETLUNI InsAw, Email
4.8.1 HAUIN1IMTIVADUADIULYDI Web site (Web available) lasfin1sasiaiia
a071uz Web site Up/down jn 10 unit w¥euudafieugnén iile web site down 61uv1s Emall,
Inséwi - '
4.8.2 fu3nmsrssTansilasunlamii Homepage woaiuled vinnisudafou
Jlewuimiin Homepage nnLﬂﬁlauﬁ‘%ahjmmsnL‘ﬁﬂ'ﬁmuﬁwﬁw Homepage Yhilé
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4.11 giudededinisnsinasuiasyseifiutedlniseuudunulas s eviegiy

wialulagasauna (Vulnerability Assessment) ’lwnumunmmamﬁmsammLmuswgi U 15
qunsal sueeinen 2 aireTleudsesnn TnoflseasBensel

4111 @WI5RTIVERU (Scan) Tedlwivasszuusesoluil SYUUUURNT -
(Operating System) 161 il A Microsoft Windows, UNIX, Red Hat, CentOS, Oracle Solaris Wag
VMware, isUUﬁ’m‘l’faga (Database) 1A Microsoft SQL Server, Oracle, Sybase, MySQL, Postgres,
IBM DB2/400,u8z (BM DB2 |

4.11.2 ?I'UJ’]?GWi’JﬂE‘IEJUMW‘UENI‘VI’J‘UENiuUU‘U{_]‘UG]ﬂﬂiﬂ’JEJLﬂiENJJE]"LJi AN
VuLnerabltlty Scanner

4.11.3 JinnsvinadwifilianniniesiioUszuam Vulnerability Scanner $2ufy

U

“prudeyatasiniuu Internet 52U Usziluagunavasmudssanndesinifiduny Waenndosiv-
anmwwndeumuvAlulagansaumares SnnuaYIEMIanIfunusugs

4.11.4 fgmdeyadeciwininnii 50,000 vaalnd LLa::ﬁnaqwﬁ"lﬁﬂzuuumﬂm?{aa
(Real risk strategy) 9inmstideyaues Exploit, Malware waz cvss wUsuiflunasiiasiedt fuirdes
Uaneynefivhns scan ¢

4.11.5 p3esiafildlunisesivasunasUssiiudasing vedaddduauidiureu
PNFUNNU NaumTuN1TRSIasuLarUssIlivgadlwissuurasdinaIu

4.11.6 ENUNaMIRTIasULazUsEiugadnl HUaINMIes19aauLdnass

4.12 sg%’uﬁwﬁaaﬁmwmaauLmsaz‘uumwﬂaamﬁ'émﬁ‘[u‘[aﬁmsauwm (T
Penetration Testing) gunsaliiui@swiaas (Web Server) vasd1iinauiaridnisanigunusiugs
“$1unu 3 URL Szpsmn 2 aseetieutszunn Tnefisneasidundai]

4.12.1 mMsvedaulanzseuuanaielu (Internal Penetration Testing) N1svadau
191835UU9INANelU (Internal Penetration Testing) f3ud1evzUssyndlduuimianisneasuiaie
FPUUANLNIAIIIU Open Source Security Testing Methodology Manual (OSSTMM)' ?iwﬂummigﬂu
nsnaEaULIzsEUURlasunsuausulussiuanafildsuniswaunlnsuaziuseslag Institute for
Security and Open Methodologies (ISECOM) Tmams‘wmaaulﬁﬁﬂLﬁunmﬂu‘uzumauﬁwfaluﬁ

| (1) Information gathering
(2) Network mapping LU network scanning Lag port scanning

(3) Scenario analysis and development L%u vulnerability scanning
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(4) Vulnerability verification 14U buffer overflow exploit Lae password
cracking
(5) IPNUNANITVAABULNZIEUY TUINNITATIVEBULANESD _

4.12.2 AISNAdBULINEIEUUIINNI8UBN (External Penetration Testing)
NINAEBULANESEUY (Penetration Testing) zfunisneasuiangsruvludnue Black Box
Penetration Testing 1nag$udn19gUssgndlduuinian1IvaasulI1EszuuAuNIAsgIU Open
Source Security Testing Methodology Manual (OSSTMM) %aLfJummﬁwmsmaauLmsizuuﬁ
1r3unisoandulussduiildsuniswaunlaouazfuseslng Institute for Security and Open
Methodologies (ISECOM) NSMAABURETEUUE %Vlmaa'ummﬂaamﬁwaﬁsuumuﬂdmai'i::ﬁ"u
Application maldnisprvauiegunsaiineianuvasasisludegiu Inglduinsgiu Open Web
Application Security Project (OWASP) Tnemsvaaauldiudunsifuduneusssolud

(1) Information gathering
(2) Network mapping
_ (3) Scénario analysis and development 1% U vulnerability scanning lng -
n9I9dBURLTuRBuTE: Open Web Application Security Project (OWASP) q‘udwqmﬁwialﬂff
- Cross Site Scripting (XSS)
- -Injection Flaws
- Malicious Fite Execution
- Insecure Diréct Obiject Reference
- Cross Site Request Forgery (CSRF)
- Information Leakage and I.mproper Error Handling ,
' - Broken Authentication and Session Management
- Insecure Cryptographic Storage

Insecure Communications

Failure to Restrict URL Access

(4) Vulnerability verification 44U SQL injection exploit way Cross-site
scripting (XSS) exploit

(5) SIENUKNANIINAADULINETEUY Tuanmsaraeuudnade
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