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o & a a wva 1 1Y
BUsUUN 1: Cybersecurity Awareness_n138UsiidauuanIsuNunIsnauaueneisana1yl (incident
Response Plan: IRP)

a

sTEIANTTAUSY: 1 Ju Sufl 24 Saueu 2568 11an 09:00 - 16:00 w.

L]

v v

{iinausa: Juimsuasidiviifiarsauwma (IT)

Y

ATMUANITBUTY:

.
. L RINED
P TV NG HTHIT)

o3 9

09:00 - 10:30 NAMULAZLUINNITABUAUEY

o Usznvwasfegnaiinules

® NanTEVIUARBIANT: ANEEY MIMyAYLinTeu3nig dunsie
Aotiin

®  AULANFINTENIN Emergency Response, Incident Response
e Business Continuity

10:30 - 10:45 NN

10:45 - 12:00 | umuvvthiivesitunsuausananisal (IRT)

o laswainiluneuausavanisal (IRT)
® UNUMUTINTIvaITiLgae

o nsuimisaniunisal: msdedula n1sdeansately nis
Uszauiuniguen

12:00 - 13:15 Winnansiu

13:15 - 14:30 nsiavuNuRBUANBLMANISAlLEENSAABY

o msImuHURBUAUBIMANITE] (IRT)
® SULUUNIIVAEDU
14:30 - 14:45 WhLUsAY s
14:45 - 16:00 | Workshop: MInaaauLHunguauasiamnniIsalisnna1u (RP Testing) uaz
ajuusziiuaninisdndey wazwumnaiulsslusunan
WNIBUIY
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Useananeans

Useiiinens
winganBwfjiims windfji@inrneurussiammnisal (Incident Response Plan) uay
wingraBefjiinng msuinsewsiaidemagshsdumalulasfisauine (8CP)

wwusIiuie diade

#ume: Senior Consultant

fate: U3 widulvine die
fuia: bannakit@acinfotec.com
Iwséiwet: +66(0)2-670-8980 sin 308

AMRNTIANT

o mnssueanitudia Gmnssunsufowss) sminendaweluladrmneadyy’

o vgnmasiunvude inelulafasaun wnivedoinessaans
Professional Certifications / Tufusadivin

IRCA Certified ISO/IEC 27001:2022 ~ Principal Auditor
gnsrsvssdussuvuimsiansaruiuscaenioveioynseAuimignrsussdi
$MIGI ISONEC 27001:2022) MATunTivseeenantiu IRCA - interational Register of
Certificated Auditors

PECB Certified ISO/IEC 22301 ~ Lead Implementer and Lead Auditor
éﬁ?ex“vuﬁa:g‘%ﬁwsw}‘msmm?mﬁrwﬁmfamuﬁﬁwsﬁ“ﬂﬁxﬁ? (muarmsgIe ISOAEC
22301) MAFumsiuseswnan iy PECE - Professionat Evaluation and Certification Board

PECB Certified ISO/IEC 27701 - Lead implementer
grussvunsdhnsiouss nypRassAUTIIG (W BarmsEIM ISONEC 27701) MASUmsiusamin
a070U PECB

ISACA Certified Information Security Manager {CISM)
giamwhumnaiuniseasuaysaumailAunsiUsanIn ISACA - information Systems Audit

ond Control Association

ISACA Certified Data Privacy Solutions Engineer (CDPSE)
SmnsAnleatunisiumserfaysanypnailaTunssisaeen [SACA
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ISC? Certified in Cybersecurity (CC)
) a vl 2 w w s
HEUMTIUSEIAT AT TUA WA IluRaeRdalsua TN ISC? - international Information

System Security Certification Consortium

PECB Certified Trainer

Imensglasunmsiusasein PECB Idaunsaflnausuwangnsimssmanane 9 sgwmumems
Uszaumsalluaisau

weussain iivssauntselinnndt 17 Tludwmsuimsiamsmaniuralaoaivatsaumna ns
uimsdnnisuints (ITsM) msnaunususedismnegsia (BOW) uaznrsiantsdayadiuynna
Tnsilanufengiunesguang 1y ISO/EC 27001, ISO/EC 22301, ISO/IEC 27701, ISOAEC
20000 uasngwung PDPA

Uszauntioifineusuuaslddineiiieadasiundngns
1. Incident Response Plan Training and Workshop

o AufiunsdrsusudnljURnisduusunsuaus g nisaifulees (Cyber Incident
Response) IMuriminsniguasnyy

« Errglunssurumsmeusy wisumiamdon nsdiassantunisel (Cyber Dill) n1s
aTUkauasipuanuEwdInTHndeu

o dumumdudiilunsdavieile Inddent Response Plan, playboak, ua:unuﬁmjsswmu
INABARAT

2. Business Continuity Plan Training and Workshop

+ W inwuasiriinounilundnges BCP athensunms suwsinsussidiurruiouns
wansevudiagsie (BIA), mITiusuasvaaeuwsy BCP luaufinsuiudsseawiniles

. EnmgmsssnuuuuasiRusur wseLlsnsgsAnirenedaaiuinresu 1ISO/EC
22301

P |

d & s ol - 2 & 3 a s
o fszaumsaisfilunsdmiuadneusibifuvmbenunrigussdgiawisduaunn
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Uszaunrsallulassnsiuansfisfnenmanuirruamsoimierdesiunssusu

] Lﬁﬁﬁ‘ﬁ?ﬂ‘&’t&ﬁ&@é’ﬂamwwﬁ'ﬁ%m Incident Response Plan Training and Workshop wés
Business Continuity Plan Training and Workshop MWW sATASELasaNTUMENE LYY
g7% view WBudled 91w (o), WEEm uwlng 91109 marw), uien wemnud sulws
wofia drim (uvnww), USe disdlvedseiudin 1dn (uwwu) uaru$im 88 vie ddn
(umru) Tnensauaqud wrn sUsEiiutaqd1e (Gap Assessment) nsdmviuauiuile
wmasniuasuuRRaidsm g AsineusEatRnTs (Workshop) uarmsvaasy
e (Plan Testing}

® srsaiuwu IRN1TlATINTT (Project Manager) lumsiidnUnendumnnsgu ISO/EC
27001:2022 unmsauddey Wun suiatanssine 9adm i), dninsuaainiuus
Sguna, uien viemiagulng 1R Gwieu) uar Andnannianngsnsaadianselind
(ETDA) (i sansedussvunIsudwsTantsauiurwseatoansaumaliasnadeady
WINTFIANG ATOUARUATILATIEWTDIN (Gap Analysis), n3a1aszuuaIuAu {Control
Implementation), nsUssdiuninmdas (Risk Assessment) wasnsuiennumiaudmiy
mamsnyYsediunieusn

w o ol el
WANULAZATITE TR BUINE T

o rEbiAUSawuAmisuruAleg Wy suAsuislszAlng, nNATINANS, RaR
varmindusiussivalng, viev Insuseiu@ie 08 Gorw), sutrtsooudu wasdmine
AnznIsuNTsitTuLATduaiuN1sUsEnaugIiTUseiuie (mun)

» divsraumsallunisineussiuasysedlukanseuIunmss iy incident Response, Business

Continuity way Cybersecurity Framework WwisussaAvei
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nda15Usenaunisausu Cybersecurity Awareness UN 1

¥

ATDUTULNEETIIATIUATEULNATUAIUAYUa RN Y

(Security Awareness Training)
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ISO 22301 PDCA Model

-

{ 4. Context of the

i srganization
Wy wadng

5. Leadership
i

6. Planning
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BCMS ISO 22301

ACrdotec © Z025 wyenaninfidec oo

alirdoboc © 2025 wenwainfotec ciom 8

i 9 31 50



NIST SP 800-61

Preparaty

rtainment
Eradication
& Recovery

sepont

vl e
ity 58 Y ek

Sl s B
RS

Fasgemns oo
SRR, SR SR WS,
KSR, PR, COSOROORE,
e by

S

oot IO
o S
HB00G Weeraih

wih 10 370 50



BCM Organization
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From Incident to Emergency

o saife Tes Al

mmmm wﬁswwmmmiﬁnﬁﬁ#uhﬂhmwﬁa wﬁmmmm?ﬁ
rrmdaluswndumudla

Objective of Business Continuity Plan (BCP)

Level of business
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Type of Disaster
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Exireme weather evenis

Politicat violence/
civil uncest

W dent @ Exirerne weather events

% IT and telacom cutage

Cyber-attack

Health incident

Non-occupstional disease
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Risk and Threat Assessment
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Areg19ieAnA (Threat)
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fregufsanau (Threat) waznansznuiaiul (Consequence)

o4

B

a1 PDPA asvusn!
avusu u.JIB 7 awu

Aregufganam (Threat) waswansznuiiniuun (Consequence)

The CrowdStrike
Incident:

incidernt impact
July 19th, 20248
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Concept of Business Continuity

Business continuity

28190

BBHINE

o
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" s hau i v
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Business continuity management system
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From Incident to Emergency
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Business Impact Analysis and Business Continuity Risk Management
o %
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Risk Management Process
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Risk Management aspect of BCP

- T SN 3 2 o, Yoy »
* nadndvoanisussdummudsedaludnsenoulunsiavinuguBCR Yo IAns
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* wavesnnulisenrdesiuingUusvasd
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Risk Management Criteria

wininusiuszdiuamdes Ao nsUsedluanandssiuse mwfz.;'mnk}mmam‘msmemmm:xmzu
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aglusziuiiosinsuaniule (Risk 'Appetite/Risk(Acc@mabié fevel)

Risk Analysis
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Risk Analysis

Tomavssrmuduiorsiody
 {Ukelihood) ‘
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Risk Analysis
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*  amdssiungsadioy (Requlatory Risk)
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Business Impact Analysis and Business Continuity Ris§ Management

Risk i
Assessment &
Business

fmpact Analysis

Entire population of processes Critical few processes

Image sowrce: enaxisconsulting.com

Business Impact Analysis (BIA)

Inquszasduainisiam Business Impact
Analysis (BIA) itp3z1y:

* pazynumyid ﬁug’imn‘m'wuqa?x

S e g B
¢ pIeuIEE '.J:\1\1&“1&?“':%!7“%%?%%“%%&{}&1@%

Hosnatwunty

. rs@‘\xsm&& it muniamsnduani fuvwgiie
ﬁs@g?%ﬁ uring

o ynedayeimumsathndunrlddosrinnsautunmgingg

w1 24 370 50



. Maxiraum Tolgrable Parod
* of Disruption'{ MYPDR)

Recovery Poirt

Objective {RPO) . : >,
Y R & 4 ! Recovery Time :
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1
1
i
1
1

Time

Last Backup Recover Point Retumn to
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Business Impact Analysis

* Recovery Time Obiective (RTQ)

&8 5 5 e .

QYR UNIRUUATY

Nonoe%mv
Nomah, ~ 7 days

‘ Imparant 24 hours 72 hours
Urgent ; 24 hours
Critical/ Essential. Minutes to hours Minutes to hours

%
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Business Impact Analysis

* Recovery Point Objective (RPO)
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Types of Plan & Components
ERP

Ernee gunoy Response
» Evacuation

» Contann situation

Supportng Indormaion
« Introduction

= Scope of BCP
« Notification Procedures
Assessment

Incident Response Plan (IRP)

¢ mynymsariufinusmanifeana (Incident)
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Disaster Recovery Plan (DRP) )

. xﬂuuuuﬁwwﬁmsuaumﬁ‘mwgmscﬁﬁ'aﬁﬁ%’a%s‘lﬁﬂuwsséﬁé’mﬁumﬁﬁﬁb
FEUUMSIINT Y

A, Z
o s
waviiugin iconsequence) 98
e 4
B2

% 8

* wnumsfuesgnitieutulasdnisioye
Uszdiumnndes)

¢ Aanyaudnilnguesgazifuiowfetuiianwilujifnidsey

Disaster Recovery Plan
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BCM dealing with Disaster Situation

Operation Time
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P
o

Preparation
Detection & Analysis
Containment, Recovery, & Eradication
Case Studies
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Incident Response Plan
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Incident Response Policy
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IR Team Skills
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Incident Response Plan
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Detection & Analysis
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' Containment
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Incident Response Plan
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Incident Response Plan
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Lessons Learned

* Critical aspect of IR process
* Closes gaps in processes

* monitoring

* communication

* processes

Lessons Learned
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Thank you

Follow us on:

www acinfotec.com
ACinfotecthailand

ACinfotec Co., Ltd.

—

INFOTEC 0

Email : sales@acinfotec.com
training@acinfotec.com

| Tel. : 081-668-9014

02-670-8980-3 ext. 406
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