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(1)  Server Configuration ¥N1IATIABUNITAIAINTINLTDUATBILTE
a1u avanuan 1 lnentsddunisiazfesnsauagulussiy
szuuUftRnisveedosmouiamesusitng (Server)

(2)  Network Configuration ¥n19A1988UNITRIAINITINILGNS 17 U84
seuuAIeve gunsalluseuuim3etne (Network  Equipment)  uay
gunsailuszuuinuiautasnduansauma (Security Device) vae dniin
3T WU M1IAMUAAN 1P Address, Router, Switch, Firewall, Wireless
LANs wagdu q s manuan 1

(3)  p5r9EpUIBMsUATTULULIRIMSEMe Server o HuTldngudnansdeya
BumedilnAsua9as (Internet Data Center: IDC) uuny3 uazauddoya
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inasinldivSsuifiguarsiedndafuinasgiuana

(2)  davisisauasUnanisiaseiiaznisUssiiunareinsaiuiduns GAP
Analysis nTWsINTEI0ANS Fuiiovivesineaurzdessznaulusae
MILINUASAIWY (Finding) unsnanTUsEdlunuumIgIu

4.4.2 fdiunsussifiuaudsandetneainnisusnesdins (Black-Box Penetration) Tng
¥nsvnaeudhiessuuddey 1éun Web Server, Mail Server way Database Server #fu Public 1P
munuan 1 ludiunisusediuanades Web Application 18amasnnsgiu OWASP (Open Web
Application Security Project)
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4431

4432

4433

4434

4435

4436

4437

4438
4439

fdvilAnununededodwidiuninuvasads Common  Vulnerabilities
and Exposures (CVE) lsitfounidn 66,000 CVEs

fimsussmeavIeusaes Plungin Yaslwilmin Tneedonanielu 24 4410

d Pre-bullt  scan  templates  13149udrant Fgvinisasreliliineg
TUsunsu 91%1Wu WannaCry  Ransomware, Malware Scan, Policy
Compliance Auditing

WEMINANANITALNULUY Real-time
wanmasziunuowswestalwifedeiuluguuuuees Grouping e
AMUAZAINIUNITINNTS

fjUuuunie Template dwiu Pre-built compliance and configuration
assessment  Iatdunnasgulumsufoadiummtaeade a1fitu Cis,
DISA STIG, HIPAA, PCI DSS, USGCB, FDCC
annsaUiudsudydnualuasdevesesdnslumaaunald
annspdsBiasnusrlulivdnnisawnuaiaduls

amnIneaNIIENUNalUgUY HTML, CSV, PDF

4.4.3.10 aursaawnulawuulusnfnm IP Address

4.43.11 sesfunsaununussuudjusiniseiedl

4.4.3.11.1 Debian / Kali Linux (several versions),

4.4.3.11.2 Red Hat EL (several)

4.4.3.11.3 CentOS (several)

443114 Oracle Linux (several)

4.43.11,5 FreeBSD (several)

443.11.6 Fedora (several)

4.4.3.11,7 SUSE Linux Enterprise (several)

4.4.3.11.8 Ubuntu (several)

4.43.11.9 Windows Server (2008, 2008 R2, 2012, 2012 R2, 2016,2019)
4.4.3.11.10 Windows (7, 8, 10)

4.4.4 sflunsusediuaudeeseuunuiius m s we el edulEnnes 1y 11g

vluedayaninssuugiudeys SQL Wudu uavaeandasmuNnsgIu OWASP (suazidunifiufuly
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