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3.10 fButaiauadasnmsfeuluszuuindadainaniaigiedidnvseiind (Electronic -
Government Procurement : e-GP) ¥83nsudglinana

3.1 foudeiauaresiiguiiihssTatonnauluived vie qudufiine SOC Tnaguds
FananafeeseIFusTUUNISUIMIsTAnIsAI Nt uAsUaanfua1sauma (Information Security
Management System: ISMS) 38 &un1s3usesmuuInsgIuaIna IS0 27001 Tuwautumilduims
uid e snsandunusegs Wuediatos uasaudy dostegnieluuszinalve Taed
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4. YoUAYBINTTR LI
4.1 g¥uinedioalifin CSIRT (Computer Security Incident Response Team) w¥ewufias
Uﬁﬂ'ﬁwﬁﬁﬂumsmauaumdamqmsnﬁqnqnszuu Tnodloifamgnisaiuasieantsarutomds ot
ansadisuduns o anuiivesdwinauaeimsanidunusiugs anelu ¢ $alus Tuanla
WAMTBLINNI A "aama'l,uszazL’Jaﬁﬁﬁﬂﬁ’nqnmam%msanw:mmmgsﬁwum s 2 ade
4.2 g¥uihesesifinnuvhwifiadeUstatuau maen 24 alusdety 7 Jusiedunnv
- (24x7) |
4.3 fFuhepudinededmihidunsihssadugnamdsved inauused)
“wheumihiirusufisveunarfussanuey TaodmihiidumaiseTaiteanamamideued asda
Ii3ulususesmmugmuannse fadeluil '
(1) CISSP (Certified Information Security Systems Professional) 8é13tjae 1 AU’
(2) ISMS (Information Security Management Systems) Auditor/Lead Auditor
pgaoY 1 AU
(3) Certified ethical hacking (CEH) a¢etioe 1 A
(4) Computer Hacking Forensic Investigator (CHFI) ag3tiae 1 AU
(5) CompTIA Cybersecurity Analyst (CySA+) ag13tae 1 AY
(6) CompTIA Security+ 9819Ua8 1 AY
4.4 gFuhedesduiiunsiinneivgnisal ufuanrauuy Real-Time iRouandsiy
wmnsaleineg MAgrfuALUaBafE (Incidents) TngamnsnguunIEiuLBIANTULTY (Severity)
wazAEREy (Priority) veamannsainuides
4.5 Fuafssiuiunsududoudlefivnisaidessoviamanissimsyngnssuuiil
5EAUANAAYMIDANTULTIGS VNS wSalnsind |
4.6 giudnedesindunisiihszleinwmanulasadyssuuivaluladarsaunayes
dminemiarsnisanifunusiegs sgratioe 30 gunsed vieUlindeyarsnasmisneuitaines
Yiavaa 500 EPS (Event Per Second) wianindesneauuszduieu
a7 fuihedosiaiimeanulsyiidiey Sessneudetayaetatiosielui
4.7.1 enuazladfseanaunaztedul vismvenschdsedsiinsamulussuy
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4.7.2 senulssdisoudhsriuazudadiousvgnaumslaues azusznoude
() apddnaumsgnsaliaundiAeduivun
(2) ayunuwmeneaifidu Critical
(3) aqﬂmmummmsmmwmwmmmuw lagd lLLUﬂm'IlJaﬂ’quﬂ’J'mLNﬂ’Ju
(Critical, High, Medium, Low, Very Low)
_ (@) aqﬂmmumqmscﬁﬁ'Lﬁﬂ‘TJvu'LuLwias"fu TnoduunnmuanuzaMTwLY
(Critical, High, Medium, Low, Very Low)
(5) a3y Signature mﬂua"lmm'lumimmmmmsmwmﬁn L“ﬂ*ﬁuuwnﬁqm 10
FUAULIN _
(6) smangunsal Network Aigueiufiifinig SOC ihasTatognanlls
(7) aguduau Ticket MAadulusauidou Tnesruunauaniuzyos Ticket
(Assigned, In Progress, Pending, Resolved, Closed)-
(8) ajUswarlduAN I MTRTiveNITIniuDwsiay Ticket
(9) agunsSenld CSIRT (6ndl) |
(10) aqﬂmamscﬁﬁtﬁm%umnﬁqm 10 gusiuusn Tneuduiu
- Rule name
- Source IP Address
- Source Port
- Target IP Address
- Target Port _ .
4.8 H3Ud19BIdUTN1INII9ABUANIUETE Web Monitoring $7u7u 5 URL wiauuda
\AUNAEUMNS Insdwv, Email
4.8.1 flU3N15MTIVABUANIULYDI Web site (Web available) Inefin1sasiaida
a01us Web site Up/down %n 10 U1l wiauulagiaugnan 1519 web site down HIUv13 Email,
Tnsems N -
4.82 fiuimsiinszTansiasuuuamii Homepage vaaiuled ¥insudafou
dlowuiwii Homepage Qmﬂ?{auﬁ?alaimmim'z'h'lfz'fmuﬁwﬁw Homepage vl
4.9 giunemeanieuliduuzdivievaiausuus 'Lumsﬂ%’ﬂﬂqaQmauﬁﬁﬁwumw
Uasadevesssuuiniadnenazgunsaliawizgduanulasnduivaluladasaunares driinau
W@YIBNMTANRUNUT NG .
4.10 fiuddeeiinsnausalifudmihiiiiieadesiussuumuvasaselussuy
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Immzﬁaq%’uﬁﬂ‘uaum'l'n"ihamaarrmé’nqmw%auﬁgﬁﬂﬁﬂﬂwa%wawé’nqmnﬁaﬁmsmdauﬁ%u
N1SIABUTH |
4.11 g3udndnslinisasinasunazuszifiudasluissuudiuanulasnseviediy

walulagansauwme (Vulnerability Assessment) 'lwﬂumunmmamamsamcdLmuiw.;]s U 15
gunsal srEsa 2 afaedautssina Tneilswanduaded

4.11.1 @W1309399A8Y (Scan) Faslwivesszuudsioluil 1y ssuvUfuRnig -
(Operating System) 1@ un Microsoft Windows, UNIX, Red Hat, CentOS, Oracle Solaris Lag
VMware, seuugUtaya (Database) un Microsoft SQL Server, Oracle, Sybase, MySQL, Posteres,
IBM DB2/400,L% [BM DB2 |

4.11.2 aNN50ASIdaUNYeeluIuRITY Uuﬂgummsmamiawaﬂi Lan
VuLnerablhty Scanner

4.11.3 JinsierinadnilFanniaiasfieoussinm Vulnerability Scanner $aufu

dll

pwfeyatedlwivy Internet S Uszifiuaguravasmnuidesaindasinifiduny Waenndaeiu
anmwIndeuvavAlulaBansaumAres AnuaIEMIaNuuIIYgs
4.11.4 figudoyadedwiznnnii 50,000 voslus uasiinagnslkezuuuanudes
(Real risk strategy) 9nmmirayaues Exploit, Malware uag cvss wssfiunasiiasiest fulries
Uanevneiivims scan 16
0115 pFesdlefidluninsisasuuasysaiiutodini asdodldfuamuidiurey
PINEWNNUY NaustunsesIvEsuLazUITIutadlnIssuvrasdiineuY
4.11.6 TwnuRansasdavuarussifiuradul Yuanmsnaaeuuduasia
4.12 Q%’uiwﬁaaﬁmswmaauLmzszuuﬂ’nuﬂaamﬁ’ﬂmﬁ‘[u‘[a‘émsauwm (I
Penetration Testing) gunsailiuid$wiaas (Web Server) vaedinauiaviSnsanifunusivgs
“$1uau 3 URL szeziam 2 adweTauustana TnelissasBunel
4.12.1 msvedeulagssuunnelu (Intermal Penetration Testing) NMsnadey
191852uUINel (Internal Penetration Testing) #5udneaUssynalduuinianimaasuinng
FEUUALNRTEIU Open Source Security Testing Methodology Manual (OSSTMM)-%aLfJummgﬁu
mMInedauIIesruLlasunssanfulussiuannaildfunswaunlaswazfusetlag Institute for
Security and Open Methodologies (ISECOM) ImamiwmaaﬁlﬁﬁﬁLﬁumsv’fju'ﬁv'umauﬁwialﬂﬁ
| (1) information gathering
(2) Network mapping L%U network scanning Wag port scanning _

(3) Scenario analysis and development 1t vulnerability scanning

ANENTINNITINVNTNVBULUAITUUAZTIAINAN
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(4) Vulnerability verification 144 buffer ovérﬂow exploit La e password
cracking
(5) $IBNUNANIIVAFDULINEIBUL UUIINMIATIEBULRANASD _

4.12.2 n1sveaauLlllEssuuIINN‘eusn (External Penetration Testing)
A1SVAFDULANETEUU (Penetration Testing) astfunisnageuianssruuludnuus Black Box
Penetration Testing lngud1998UsgnAlduuINIINITNAGBULIIL TEUUAINLIATFIU Open
Source Security Testing Methodology Manual (OSSTMM) %‘uﬂummigwnWswmaammzszuuﬁ'
TasunisseudulussduiilasuniswauilnsuasYuseslne Institute for Security and Open
Methodologies (ISECOM) NSNAFBULIIITEUUT %mﬁéummﬂaamﬁamaqssuuaauﬁamas’ssﬁu
Application nelsinisaruauiisgunssisnwmanudasaislulagiu Ingldumsgiu Open Web
Application Security Project (OWASP) Tnsntsnaaeuldmiiunisidusuneussioluil

(1) Information gathering
(2) Network mapping
_ (3) Scénario analysis and development L% U wvulnerability scanning oy :
IR TN BB Open Web Application Security Project (OWASP) juﬁwqmﬁ'wialﬁﬁ
- Cross Site Scripting (XSS)
- -injection Flaws
- Malicious File Execution
- Insecure Diréct Obiject Reference
- Cross Site Request Forgery (CSRF)
- Information Leakage and I.mproper Error HandUng
| - Broken Authentication and Session Management
- Insecure Cryptographic Storage

Insecure Communications

-- Failure to Restrict URL Access
(4) Vulnerability verification 14U SQL injection exploit way Cross-site
scripting (XSS) exploit
(5) $IUHANINAABULIETEUY TURINMIATITaBULENaTY

5. S::EJSL'Jaﬂun'ﬁﬁ'nﬁue‘m
o P < o o
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